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Introduction

• What’s the difference between safety and security?

• Cyber Security culture

• Test your organization

• Examples of security incidents?

• Incident reporting

• Q&A
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Massive gasoline pipeline explosion

Problem

On June 10, 1999 a pipeline operated by Olympic and Equilon running 

through Bellingham, WA, USA ruptured.  There were multiple causes 

including the Teledyne Brown (then Metso now Telvent) SCADA 

system being unresponsive during the crisis.  Although investigators 

could not duplicate the problem, it was concluded that changes had 

been made directly to the production SCADA database rather than first 

tested offline.

Consequences

3 deaths, manager jail sentences, $36M US fines, over $61M US 

safety spending, 236k gallons gasoline spilled, environmental 

destruction, facilities repair costs, public relations nightmare

Key Control System Recommendations

Technology : Production configuration and process usage monitoring

Policy : All changes to be tested before live implementation

Source: Public Record http://www.ntsb.gov/publictn/2002/PAR0202.pdf
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Safety First
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Protect you Workplace
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Justification to $pend…

• We cannot afford to protect everything, but we cannot simply 

stand by and protect nothing

• Companies have been trained by this economy to have no 

expenditures that do not produce profit within a few months

• Protective and preventative measures to defend against a 

terrorist act likely do not generate such a profit
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Leverage ICS safety processes

• Appling every security control available to ensure the physical 

safety of plant is very well understood

• we need to educate folks to take the same approach now for 

cyber security.

• Use same or similar process like for example

• Getting Material Safety Data Sheet (MSDS) information out to 

work force to get the cyber security information out

7



ICSJWG 2010 Spring Conference

Remote Control

• Threat of manipulating SCADA/DCS commands without the 

consent of the local plant ops, sys admins and plant engs

• Consider the safety implications of setpoints, open/close 

commands, and other SCADA/DCS functions being deployed 

at will from remote, what about unauthorized locations?

• The potential for safety hazards due to remote control of 

equipment is increased with the threat of a cyber attack on the 

SCADA/DCS system
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Policy and Procedures

• Remote control safety threat has traditionally been mitigated 

by posting signs that read “This equipment is controlled by a 

remote computer system and may start at any time.” 

• The company’s lock-out, tag-out policy also helps mitigate this 

risk, by locking out the electrical signals to the equipment it 

can then be worked on without remote start capabilities

• Security like safety has to be managed
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We all know it can be done…

• Unaware of the process, or what injected commands could do 

to the operations of the facility, a malicious hacker could send 

a command to set all outputs to an OFF state or to an ON 

state

• Security vulnerability and risks on control systems also create 

safety vulnerabilities and risks that must be evaluated and 

mitigated

• Administrators of SCADA/DCS systems must develop 

Contingency Plans that outline the actions and procedures to 

be taken if the facility were to ever experience a cyber attack
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Social Engineering tests
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Game playing crashes system

Problem

In 2005, a Scandinavian power generation company noticed their 

performance decreasing across all their Windows machines.  After 

a long period of investigation it was discovered that there was an 

employee who installed a game from CD-ROM.  The game 

contained a trojan which started propagating throughout the 

system.

Consequences

There was a system performance drop, investigation time used, 

and each system was shutdown to clean out the trojan.  Although 

the control system wasn’t taken down, the control system was 

spared infection because the control OS was HP-UX.

Key Control System Recommendations

Technology: Segmentation, NIDS, HIDS

Policy: Strict policy on computer system use
Source: Industrial Defender Contact



ICSJWG 2010 Spring Conference

Wonderware InTouch NetDDE vulnerability

Problem

In 2007 investigators revealed the use of the insecure NetDDE

in Wonderware InTouch 8.0.  This service can be used to 

execute arbitrary programs on the InTouch machine and gain 

control.

Consequences

InTouch 8.0 can not only have been taken over, but can be the 

launching point for other attacks on other parts of the control 

system.

Key Control System Recommendations

Technology : blocking of ports used by NetDDE access control 

enforcement Network segmentation with UTM 

Policy: Eliminate open/anonymous access to shares, update 

control systems after full testing and patch rollout planning

Source:  http://www.kb.cert.org/vuls/id/138633
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NERC Advisory
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www.nerc.com
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CSB investigations
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www.csb.gov
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OSSHA?
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Need a “Open” Security Incident Database
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Safety & Security convergence 

• Company culture around security must start from the top

• Employees need to understand cyber security risks and 

how it could affect safety

• Need to educate employees on “what is safe computing”

• Like safety – security compromise – should have zero 

tolerance

• Consider publishing internal security metrics for all to see

• Security Management Metrics 

• OSHA for security?  

18



ICSJWG 2010 Spring Conference

Resources

• Repository of Industrial Security Incidents 

(www.securityincidents.org). RISI is a non-profit organization 

that maintains a database of cyber security incidents compiled 

over more than 20+ years. It focuses on incidents in process 

control systems, industrial automation environments, and 

SCADA systems in an objective, factual way.

• U.S. Department of Homeland Security (www.us-

cert.gov/control_systems). The U.S. government offers 

abundant free resources and safety and security information 

from training to standards to technical information. Its Control 

System Security Program specifically addresses efforts to 

reduce industrial control system risks.
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http://www.safetybase.com/www.securityincidents.org
http://www.safetybase.com/www.us-cert.gov/control_systems
http://www.safetybase.com/www.us-cert.gov/control_systems
http://www.safetybase.com/www.us-cert.gov/control_systems
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http://kenexis.com/Default.aspx

Kenexis is a global consulting and engineering firm. Our experts 

assist process industry facilities to improve safety and 

efficiency. We do this by helping to ensure that engineered 

safeguards are applied in an optimal fashion, resulting in best 

in class safety at costs that are in line with industrial peers.
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http://kenexis.com/Default.aspx


Questions and Answers

Walter Sikora

wsikora@industrialdefender.com

508-718-6706

Twitter @nerccip
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